Test Automation — Step by Step
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Command Line Interface (CLI) to the Xena Server (chassis)
* Covers all functionality.
Supports interactive sessions
* Command and Reply
* Replay of command lists
Scripted or programmed sessions
* Pre-programmed actions and check
Reuse of existing GUI setup
* Jump start script writing
* Use as template



Versatility
Can be used with ANY scripting and program language
Can run in ANY operating system
No need to install drivers or proprietary programs
Re-use your existing automation framework
Fast
Extremely low communication overhead
Very simple and efficient protocol
No requirements to the CLI client
Simplicity
Purely text based
No binary modules

Fast Learning curve
Very easy to learn
Fully documented
Very easy to debug
Reuse existing configurations




CLI API - BASICS

Xena Automation is based on:

1. ATCP connection from script/program to Xena tester
+
2. Input/output via CLI-like APl commands over the TCP socket

’ TCL Example

! Creating a TCP Socket —
set s [socket -async ]
Communicating via Socket (s) —

puts - "c_logon Schassis_pass"
gets ©© response



CLI API - BASICS

Xena Automation is based on:

1. ATCP connection from script/program to Xena tester
+
2. Input/output via CLI-like APl commands over the TCP socket

Ruby Example:

Creating a TCP Socket —

require 'socket'  # Sockets are in standard library
s = TCPSocket.open(Shostname, Sport)

Communicating via Socket (s) —

socket.puts(tx_string)
response = socket.gets



CLI API - BASICS

Xena Automation is based on:

1. ATCP connection from script/program to Xena tester
+
2. Input/output via CLI-like APl commands over the TCP socket

P Python Example:

Creating a TCP Socket —

from LabUtils.Drivers.SocketDrivers import SimpleSocket
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
Communicating via Socket (s) —

sock.send(cmd + '\n')
response = sock.recv(1024)



CLI API - BASICS

Xena Automation is based on:

1. ATCP connection from script/program to Xena tester
+
2. Input/output via CLI-like APl commands over the TCP socket

>_ Bash Example:

Bash Shell

Creating a TCP Socket —
exec 3<> /dev/tcp/S{MACHINE}/S{PORT}

Communicating via Socket (s) —

echo -en "C_LOGON S{PASSWORDNr\n" >&3
read <&3



BASICS

WORTH REMEMBERING

2261
CR/LF

C_TIMEOUT 99999




CLI APl - Commands

module/port command [index] value value

Example:
2/5 PS_RATEPPS 500000

Meaning:
* Moduleisno. 2
* Port on module is no.
* Commandis: PS RATEPPS =Set Stream Rate as Packets Per Second
* Stream on portis no.
* Packets Per Second is set to 500000

 Allindices start at zero

* Use “?” as value to READ current setting (explained in next slide)



CLI APl - Commands

Most commands can be used both to :
query the current status/data using “?” or
modify/set data via the actual value you would like to set:

You would query for the current value this way:

0/5 PS_RATEPPS [3] ?

And the chassis would respond the same way that you set the value yourself:

0/5 PS RATEPPS [3] 500000



CLI APl - Commands

C ........ CHASSIS PARAMETER

M_...... MODULE PARAMETER

P_...... PORT PARAMETER

PS_..... STREAM PARAMETER

PM_.... MATCH TERM PARAMETER
PL_..... LENGTH TERM PARAMETER
PF_...... FILTER PARMATERS

PC_.... CAPTURE PARAMETER

PT_.... TRANSMIT STATISTICS PARAMETER
PR_.... RECEIVE STATISTICS PARAMETER
PD_.... DATASET PARAMETER(HISTOGRAMS)
PP_....40/100G PARAMETER



CLI APl - Commands

Commands for supporting the scripting process itself:

Produces a reply of <SYNC>, helpful when parsing
and delimiting returned lines

Automatically set “ ” after each command.
Disables g

Waits for the specified number of seconds, (max 60),
then replies <RESUME>

Gives an overview of the built-in help function

Gives a brief overview of the syntax for “cmd”



CLI APl — Status Messages

The set/change commands themselves simply produce a reply from the chassis of:
<OK>

If something is unacceptable to the chassis, it may return one of the following:

<NOTLOGGEDON>  You have not issued a C_LOGON providing the chassis password.
<NOTRESERVED> You have not issued a x_RESERVATION for the resource you want to change.
<NOTWRITABLE> The parameter is read-only.

<NOTREADABLE> The parameter is write-only.

<NOTVALID> The operation is not valid in the current chassis state, e.g. because traffic is on.
<BADMODULE> The module index value is out of bounds.

<BADPORT> The port index value is out of bounds.

<BADINDEX> A parameter sub-index value is wrong.

<BADSIZE> The size of a data value is not appropriate.

<BADVALUE> A value is not appropriate.

<FAILED> An operation failed to produce a result.



CLI APl — Status Messages

If there is a plain syntax error, misspelled parameter, or an inappropriate use of
module/port/indices, the chassis will return a line pointing out the column
where the error was detected, e.g.:

0/5 PS RATEPPS [] 5g00
N

#Syntax error in column 24



CLI API — First Steps

First open connection via script/program or via Xena Script Client.

Than we authenticate the connection to the chassis and provide a user name for reservation:

C_LOGON "xena"
C_OWNER "example"

i - " —
X Xena Script Client v18 - 131.164.227.250

w

Command

C_LOGON "zena"
< QR

C_OWHEER "Dan"
< QR




CLI API - First Steps

A *Wi-Fi [Wireshark 1.10.9 (v1.10.9-0-g6b041ab from master-1.10)] - B
Eile Edit VYiew Go Capture Analyze Statistics Telephonz Tools  Internals  Help

COAm I BERXR Qe+ TLIEB Qaal §EB % B

Filter: | tcp.port == 22611 v | Expression... Clear Apply Save
Na. Time Source Destinaticn Protocol  Length  Info
152 12.2173860192.168.1. 80 192.168.1.170 TCP 66 53531 > 22611 [SYN] Seq=0 wWin=8192 Len=0 M55=1260 wWS=256 SACK_P
154 12.2185930192.168.1. 80 192.168.1.170 TCP 54 53531 > 22611 [ACK] sSeg=1 Ack=1 win=66560 Len=0
2B0 22.3342570192.168.1. 80 192.168.1.170 TCP 70 53531 > 22611 [PSH, ACK] Seg=1 Ack=1 wWin=66560 Len=16
281 22.3355620192.168.1.170 192.168.1.80 TCP 60 22611 > 53531 [ACK] Seg=1 Ack=17 Win=53888 Len=0
282 22.3378680192.168.1.170 192.168.1.80 TCP 60 22611 > 53531 [PSH, ACK] Seg=1 Ack=17 win=53888 Len=5
283 22.3846410192.168.1. 80 192.168.1.170 TCP 54 53531 > 22611 [ACK] Seq=17 Ack=6 Win=66560 Len=0
496 48.4415070192.168.1. 80 192.168.1.170 TCP 73 53531 > 22611 [P5H, ACK] Seq=17 Ack=6 wWin=66560 Len=19
497 48.4450140192.168.1.170 192.168.1.80 TCP 60 22611 > 53531 [PSH, ACK] Seg=6 Ack=36 Win=5888 Len=5 v

Frame 152: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

Ethernet II, src: IntelCor_3b:52:22 (Fc:7a:91:3b:52:22), Dst: Armorlin_16:72:d3 (00:18:7d:16:72:d3)
Internet Protocol Version 4, Src: 192.168.1.80 (192.168.1.80), Dst: 192.168.1.170 (192.168.1.170)
Transmission Control Protocol, Src Port: 53531 (53531), Dst Port: 22611 (22611), seq: 0, Len: O

HEEEHE

Stream Content

c_logon "xena”
<0K>

c_owner "Michael”
<0K>

Entire conversation (48 bytes)

Find Save As Print | () ASCI () EBCDIC ) Hex Dump () C Arrays (@ Raw

Filter Qut This Stream

0000 00 18 7d 16 72 d3 7c 7a 91 3b
0010 00 34 54 97 40 00 80 06 21 e2 AT.E. L WPL
0020 01 aa d1 1b 58 53 e5 31 d9 dc 00 00 QO QO 80 02 P -
0030 20 00 e3 Of OO OO 02 04 04 ec 01 03 03 08 01 01 ....... wuuvnenn.
0040 04 02

@ * | File: "C:\Users\MICHAE~ 1\AppData\Local\T... |.. | Profile: Default



Scripting... X—_

An automated test script has two main components:

1 - Port Configuration
2 - Test Logic



Scripting... — Port Configuration

Port Configuration

Includes Port, Streams, Capture, Filters, Histograms Configuration commands

Can be exported via the GUI

o

Can be imported to a port via a small method Fle Edt Search View Encoding Language Set

QuickMenu: | 4 I [5] &) =

TE N A Edit Operations Wiew Options Tools

Fi1E i < sy Create Testbed Reserve Resource
E E#& R s EAC Edit Testbed 5 Release Resource
Chassis [l Open ScriptClient B¥I Keep Disconnected Delete Testbed Relinquish Resource
Chassis TestBeds Reservation
Ll Available Resources = 0| [JResource Properties C P
(e U=tk L =T Global Statistics (1 Ports,
Testbed Name Select| Port #| Logging? . S
< o Start Traffic (@ Stop Traffi
san Default testbed o2 No
.'f‘f'\ Part Statistics eﬁ Stream

- | Port Summary

Name
| Show Only Used Ports [} Reserve Used Ports Reset Used Ports |- P-0-11-5
B Expand All Bl Collapse All
< Main Port Tra
Name Used Cwner
. - Name
4 EH Chassis 0 "XB live deme' (131.164.227.250)
4 B Module 11" MBSFP' P-0-11-5
| 4 g Port 5 SFP-E 10/1nn/annnua < e Dan

&3 Stream number ( @ | Stop Traffic
B Name
(57 | Release Port
P-0-11-5

Load Port Canfiguration
- Filter Traffic

| B Save Part Configuraticn

Name
@ | Refresh Port P-0-11-5

Reset Port

Descriptic
Part numb
ffic Statist

TX (%)
10,000

- | Traffic Without Test Pay

Descriptic

[Aggregat

ARPMOP and PIMG Sad

o enbéﬁ| | |

= 12pe ml
& ;Global: S+C+T+R+
7 P_RESET
8 F_SPEEDSELECTICHN Fl0G
q

F_COMMENT "Port number 1"
0 P_SPEEDREDUCTION -1

11 P_INTERFRBMEGRF 20
12 P MACRDDRESS 0Ox04F4BCOC2911

N\

proc LoadPortConfig { s port file name console}l |

set file data [read 5£p]

set data [split $file data "\n"]

foreach line 5

if {Sline==""} {break}

if '{[string match ";*" 5lin=]} {
puts

data {

5= "Sport $line"

gets 5= response

cloze S5ip




Scripting... — Port Configuration (reverse)

Quick Menu: | g j E &l = Default_1_6.xmcfg - XenaManager-2G v1.12
TE N A Edit Operations View Options Tools
w ¥ Edit 5 & Rec Chassis .-_,fa Create Testhed
Add E& Remove Chassis B Disconnect from Chassis | _a Edit Test! Reset Port
Chassis ? o Delete Testbed Relinguish Resource Clear Stats Replay File Paste Stream
TestBeds Reservation Ports Streams
L4 Available Resources ~ 0 [ Resource Properties = [= Port Configuration Grid | 7 Filters (@ Capture = [l Histograms = 5] Stream Configuration Grid | ##° Global Statistics
Current Testbed: Default testbed | Global Statistics (1 Ports. 0 Streams)
e (= [

Testbed Name 5a Chassis 0 KB live dernc’ (131,164,227.250)

|Force Port Limit | Errors: 0 | 1&] Clear Counters E—? Mark H Save

2, i =
2au Default testbed H |+ Load Commands ||| | Save Output Clear Output ﬂJ Close
i | Error Count
#| Show Only Used Ports j Reserve Used Ports 1 0
B Expand All B Collapse All I
Name 1
(|4 B8 Chassis 0°%B live demo’ (131.164.227.250) || 5F Load Commands From ... x|
4 B Module 11 'M&SFP'
4t Port 5 'SFP-E 10/100/1000M* T [ Desktop » v & Search Desktop p
=% St ber 0 (0 =
ream number 0 (0/0) Organize « Mew folder s 0 @
A A
- Favorites
Homegroup
Command: B Desktop Q%
1 4 Downloads
1 %3 Dropbox ] Dan
TITTT P-U-T1 5| Recent places %
~ | ARP/N ¥ | _ .
i@ Hemegroup ey This PC Select a file to preview,
MName -
P-0-11-5 18 This PC =
Libraries
h - -
~ Injecte [ﬁl' dan (twise) U \J
m Desktep .
Name 5 D "‘\
| Documents ‘i MNetwork
P-0-11-5 & Downloads |
. dr Music bt _“T_ RORA DI ATEORRA v 4
- | Misc. §
File name: | v| Teut File (*.tut) W
Name
P-0-11-5 S




Scripting... — Test Logic

Test Logic

If/else/while/etc... logic provided by the scripting or program language
Real-time interaction commands with Xena referred to as the
Real-time interaction commands with the DUT

Connect / Login

Reserve / Release / +IsReserved? / + IsReservedByMe?
PortLinkUp / PortLinkDown / +HasLink?

Clear / Load

Start / Stop

Start / Stop / Save

Clear / Get (Port / Stream / Filter) / Save (Port / Stream / Filter) to .CSV



Scripting... — Login Example

Foom———————— Login ———————————————-
proc Login {5 chassis pass chassis user console} {

set pf flag _

puts = "c logon Echassis_pass"

if {sresponse =— ""} { gets = response }
if {"Sresponse" I= "<0OKE="} {set pf flag O}
if {fconsole = 1} { puts "Logging | Sresponse" }

put=s == "o owner Schassis unser"
gets =z response

if {Zresponse = ""} { gets = response }
1f {zcon=socle = 1} { puts "Owner | Sresponse" }
if {"Sresponse" != "<OE>"} {set pf flag C}



AUTOMATING TEST SUITES

Use simple one line shell command to automate a full RFC test
based on prebuilt test configuration
TCL uses “EXEC” in order to execute a process

B C\Windowshsystem32\cmd.exe | = [[E] |—Ehj

m |

C:wProgram FilessHenarHena2bhddrun_27_exe

HenaBun — ¥ena Test Configuration Executer
Copyright ¢ Hena MNetworks 2812 - 2013

: The option —config is mandatory and must be provided.
options:

—config Required. Path to test configuration file.

—testtype Test type to execute: { conf (= | perf > (Y.1564 onlyld.
——user Set the uszername (default: xenacli>

—reportpath Path where reportsz are zaved.

——Ccompany Company name .

—logo Path to logo file.

—help Display this help screen.

:wProgram FilesHenaX




WANT MORE INFORMATION?

RESOURCES

Wiki: wiki.xenanetworks.com
Website: www.xenanetworks.com/resources/
Email: support@xenanetworks.com

W|k|

Detalled user manuals and
technical documentation


http://wiki.xenanetworks.com/
http://www.xenanetworks.com/resources/
mailto:support@xenanetworks.com?subject=Help with Xena1564

