


DDoS DEFINED

Distributed Denial of Service (DDoS)

Multiple compromised systems — usually infected with a Trojan — are
used to target a single system causing a Denial of Service (DoS) attack.

ATTACKER

CONTROLLER

IOMBIE BOTS




DDoS — THE RISKS
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DDoS — CHASSIS CONNECTION

Click “Add Chassis”

Insert Xena Management Port IP address
Insert password (Default = “xena”

Click “OK”

? E N A Edit Operations Wiew Options Tools

E F2 Ecigminiamesi- sy Create Testbed Refresh P Start Traffic Enable All Streams ARP AlIIP Streams
= R hassis &% Edit Testbed 5 Reset Port Stop Traffic Disable All Streams (#) Equalize Rates
Add .
Chassis [ Reconnect to Chassis | sy Delete Testbed Relinguish Resource Replay File Paste Stream
Chassis TestBeds Reservation Ports Streams
Ll Available Resources - 0 x EﬂgHistograms (@ Capture Y/ Filters ‘@Cc:-mmunication Trace =[] Resource Properties __]P
Current Testbed: DanXenaDemao i Stream Properties
& Used Ports B Expand All
#| Show Only Used Ports  [5] Reserve Used Ports ar:] _ Ll el B FE I T
B Collapse All Add Chassis 7 =
Transmission Profile
Mame .
Ch Address: 131.164.227.250
Assis ress escription State Traffic| Rate % Pps
Chassis Port Number: | 22606 Reset to Default
Chassis (T d: ssse
It
OK el




DDoS — PORT RESERVATION

Choose port to be used for the attack.
Click “Reserve Used Ports” to reserve the selected “Used” port.

Eliminate the view of other ports by checking “Show Only Used Ports”

L Available Resources
Current Testbed:

Testbed Mame Select| Port #| Logging?

a

in $ 15 No |
| #| Show Only Used F'l:.'-rtsl l; Reserve Used Ports | Reset Used Ports |-
CH ort Order: | IP Address Expand All B Collapse All
WE Used Owner

4 EH Chassis 5°L23 Live Dema' (192.168.1.
4 B Module 6 'Odin-1G-35-6P
ta Port O 'SFP-E 10/100/10008° " #




DDoS Category

The following DDoS attacks will be covered in this
guide:

e SYN Flood

e UDP Flood
 Teardrop Attack
 Smurf Attack

* Ping of Death

* Ping Flood

* ARP Spoofing
 TCP Attack



DDoS — SYN FLOOD
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DDoS — SYN FLOOD

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port



DDoS — SYN FLOOD

Go to “Stream Configuration Grid” tab.

Click “+”.

fills Histograms = (@l Capture = 7 Filters *Communication Trace | 5] Resource Properties

Click “Import”

Stream Properties

G “iltering: ¥ Show Read-Only Columns | Set Column Filters

_=‘ Port Configuration Grid EStrEa'n Configuration Grid

All Streams in Testbe

Se I ect TC P SY N p ca p fication Transmission Profile Error Handling
S Port SID | TID ||Description State Traffic) Rate % Pps Bitrate | Rate Cap | IPG Stop | Burst| Dens.| IBG FCS | Error Injection
CI . k llo ” - p-011-0|| o 13||steamnumbero || Enabled ~|[oFF || 10000 14880d| 761205| cop Ratc[6.208 ns (| of o 0d[onse b_y“T Frame Checksum Error =
vpen »
| 5% Select the PCAP file to import [
‘ 2 7 |
. . @uv| , % WindowsT_0S (C:) » PCAP = | 4 | | Search PCAP =)
C Ic FI rst rOW Segment/Field Name Segments
[+ I£ Ethernet - Ethernet I (14 bytes) Organize ~ New folder =~ [ '@' &) Add Segment
#| iCloud Photos B i ifi
CI H k llO KII Name Date modified T . o
— ;
¢ = Librar | % TCP_SVN.pcap 17//10/2014 0450 .. | egment Order
7 Libraries ———————
3 Documents i
o Music Modifiers
= Pictures | "
Subversion 1
CE| =
Select packet header @ 4 B videos 1 I
_ CLELIN 00 00 00 00 00 00 04 F4 BC 11| PCAR Tmpor
Select the packet header you want to import: +d Homegroup | Import
| 1) Ethemet / IPvd / TCP / Raw (66 bytes) | | : -
' | . Computer - m I D
File name: TCP_SYM.pcap PCAP files (".pcap) hd
I Open I Cancel

OK Cancel




DDoS — SYN FLOOD

Configure D.MAC by either
1. Manually writing the Address
2. Click the ARP button to ARP the GW configured for the port.

4 |= Ethernet - Ethernet I (14 bytes)

| DMAC Address (48 bit) 04 F4 BC 11 49 21 I #B live demo/11/1 -
SMAC Address (48 bit) 04 F4 BC 11 49 20 #B live demao/11/0 -
Stream Properties All Streams in Testbet

Column Filtering: ¥ Show Read-Only Columns | Set Column Filters

Identification Packet Content Protocol Segments Connectivity Check

Port 5ID | TID ‘ Payload Pattern Summary DMAC SMAC VLAN | IPvd SrcAddr | IPwd DstAddr | IPv6 SrcAddr | IPv6 DstAddr | Resolve Check

[E|[po110][ 4 |[ - Ethernet/IPv4/TCY| 04 F4 BC 11 49 21| 04 F4 BC 11 49 20 [100011  ||157.166.206.2 Send ARP || Send PING




DDoS — SYN FLOOD

12B Raw header = TCP options and may be removed to generate smaller SYN Packets.
(Note that some devices might see that as an illegal TCP Packet)

TID(20B) may be removed for the same reason and since Packet Loss/Latency/litter... are
not important in this test case scenario.

mum segment s51Ze, No-Operation (NOP), Window scale, No-Operation (NOF), No-Operat

Segment/Field Name M | Field Value Nar q o
El Maximum segment size: 1460 bytes
b |E Ethemnet - Ethernet IT (14 bytes) Kind: Maximum Segment Size (2)
b |E IPvd - Internet Protocol vd (20 bytes) ;:295:1 ui . 1460
> I= TCP - Transmission Contrel Protocol (2 El No-Operation (NOP)
= Raw - Data Segment (12 bytes) = Type: 1 .
= [ A = Copy on fragmentation: No

5= Data Value (96 bit) 02 04 05 B4 01 03 03 02 01 01 04 02 .00. .... = Class: control (0)
...0 0001 = Number: No-Operation (NOP) (1)

B window scale: 2 (multiply by 4)

kind: window scale (3)

Length: 3

shift count: 2

[Multiplier: 4]
El No-operation (NOP)

....... = Copy on fragmentation: No

L00. .... = Class: Control (0)

...0 0001 = Number: No-Operation (NOP) (1)
£l No-operation (NOP)

....... = Copy on fragmentation: No
L00. .... = Class: Ccontrol (0)
...0 0001 = Number: No-Operation (NOP) (1)
El TCP SACK Permitted option: True
Kind: sACK Permitted (4)

Length: 2
J000 00 1d d4 62 57 el 74 e5 0Ob cc fc 50 08 00 45 00 ...bW.T. ...P..E
J010 00 34 49 0d 40 00 80 06 27 ec 0a 00 00 Ob 9d a6 .4L.G.. ".......
2020 e2 19 c8 b8 00 50 0d f4 75 d4 00 00 00 00 80 02 ..... P.. U..

e TR e P02 04 05 ba 01 03 03 02 01 OTNNEETaN. . . .......|
040 [ZHOE ]



DDoS — SYN FLOOD

Select Rate — Pps recommended.
Rate can be configured as Bursty as well.
Select Burst size and density — the Transmission Rate will become the Average rate)

Select Packet Size Type.
Packet size range 60 B -16,383 B.

Select the Payload Type.
Random recommended.

Identification Transmission Profile Packet Content

Port SiD | TID ‘Descr'pt'o" State Traffic| Rate % Pps Bitrate |Rate Cap |IPG Stop | Burst | Dens.| IBG Size Type Min | Max | PL Type

p-0-11-0 0 ‘TCP Syn DDoS Enabled = COFF 6400 100000 48,0000 Cap Rate 9,520 ns ( 0 0 100§ Ons (0 by| Fixed Size A 60 1518 Random -




DDoS — SYN FLOOD

Right click on “Src IP Addr”

Click “Add Modifier”

Select #of Src Ip's

Select Address Action (Random Recommended)

Click “OK”.

[T TR

SR TEeE]

| Show Only Used Ports (5] Reserve Used Ports Reset Used Ports - Inter Packet Gap: bytes
Chassis Sort Order: | IP Address  ~ Expand All B Collapse All Inter Burst Gap: bytes
Name Used Owner Inter Burst Gap: 0 ns (0 bytes)
; . | 1
4 BA Chassis 5123 Live Deme' (192.168.1. Burst Signature: 1 i
4 e Module 6 ‘Odin-1G-35-6P ~ | Packet Header Definitions (Total Header Size: 34 bytes)
4 ta Port 0'SFP-E 10/100/1000M" J| e userl
=% Stream number 0 (0/20) | lSegmen:f'Fiech Mame M | Field Value MNamed Values
T T Ethernet - Ethemet Il (14 bytes)
Pv4 - Internet Protocol v (20 bytes)
IP Modifier Settings
Version (4 bit) 4
Resulting Pattern: | sootoea0. 11
Header Length (4 bit) 5
Min Value: Action: Random b =N DSCP (6 bit) Q00000 Best effort A
Staplialus: Address Offset: 26 ECN (2 bif) 0o
Count: Address Mask: | 255,255 & Total Length (16 bit) 46
Repeat Count; 1 Type: Standard (16 bit) B! | dentification (16 bit) 04 00
Flags (2 bit) 000
OK LCancel
[ Fragment Offset (13 bit) 0
TTL (8 kit) 127
Pratocol (8 bit) 255 <special> A
[0 Header Checksum (16 bit) Bl 08
[2] Sre IP Addr (32 bit) 10.0.0.11
| @ | Add Modifier

[E=] Dest IP Addr (32 bit) 157.166.226.25




DDoS — SYN FLOOD

To achieve 65K*4096 (~268.3M) addresses, add additional Modifier configured as follows:

Edit Madifier = Edit Madifier =

IP Modifier Settings IP Modifier Settings

Resulting Pattern: | soweoc011 Resulting Pattern: | 10.0:000000

Start Value: 0 Action: Increment = Start Value: 0 Action: Increment =
Step Value: 1 Address Offset: 26 Step Value: 1 Address Offset: 28
Count; 65535 Address Mask: | 255.255 Count; 65535 Address Mask: | 255.235
Repeat Count: 1 Repeat Count: 4095
0K Cancel OK Cancel




DDoS — UDP FLOOD

\

UDPFlood

A DoS attack using the

(UDP), a sessionless/conn

networking protocol. .

A UDP flood attack can be initiate

a large number of UDP packets to random
ports on a remote host.

The victimized system will be forced into
sending many ICMP packets, eventually leading

it to be unreachable by other clients.
I A




DDoS — UDP FLOOD

UDP Flood (Attached IPv6 DNS Query)

A User Datagram Protocol Flood works by flooding ports on a target machine with
packets that make the machine listen for applications on those ports and send back
an ICMP packet.

The atac<er sands UDP datagrame
in [P peckats with spocied The router passes the UDP datagrams
Fource acdreases arly ita pelicy permits tham.,
Protecied LAN
DMS S=rver
(11

Tha datagrams zra Forl 25 0K

5
i

UDP Cetegrems Wil el
irsice IF nacxets 2,
from B varety gerver at 1,2,2.5:32

ol goookcd IF LIDF Chalegram

afliessns

————— UDP Daizgram

— Maximum Limt of UDOP Detegrems per Second —

Adber e LD Nood Breshod e reschad,
.| 1he e rejects faihes LIDF datagrania
UDP Dategram :. frorm all add resses in tha same security
zane for the remainder of the current
saconvd and the next second as well

H@D%Ei

dend

UDP Datagram /&

£giirale VDM datagram from an
address in e sarno sooun iy aons




DDoS — UDP FLOOD

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port



DDoS — UDP FLOOD

Go to “Stream Configuration Grid” tab.
Click “+”.

Click “Import”

Select UDP_Flood.Pcap

@ start | [ Resource Properties | [l Port Statistics | (=] Port Configuration Grid

CI i c k llgp e n ” Stream Properties (1 stream)

#| Show Read-Only Columns [ Set Column Filters

DaaPager: 1« 4« | 1 b | W
. .
‘ I Ic k FI rst rOW |ghtification Identification Transmission Profile
Port SID| TID| Description State Traffic Rate % Pps| Bit Rate L2

Global Statistics

T Filters

Bit Rate L1| Rate Cap | IPG

761905 1000000 C

r.P—07071 0 =7||streamnumsera || Enabled ~ |[0FF | 10000 14209

Click “OK”

K. Select the PCAP file to import

« v 4 || » ThisPC » Desktop » XenaDDoS

Organize v Newfolder

i
4

Name

Select packet header X

<

Select the packet header you want to import:
{1) Ethernet / IPv4 / UDP / Raw (64 bytes)

Segment/Field Name M

I | Ethernet - Ethernet Il (14 bytes)

I » w

Date modified

Type

Wireshark capture...

Wireshark capture...

Stop, Seq.Pkts

5208ns( 0

~

(i Capture

Size

LI 00 00 00 00 00 00 04 F4 BC File name: | UDP_Flood.pcap

Cancel

ills Histograms x
Currently Selected Port(s)
Streams Source:  Currently Selected Port(s) -

Page |1 of 1 Rows per Page: L=

Error Handling Packet Content

Burst| Dens. IBG FCS | Error Injection InjectError | Size Type

1[0 100[0ns@by ¢| Frame Checksum Error ~ | FoedSize v ||

X
Search Xena DDoS )
= @ @
1K
1KB

Segments
| @ Add Segment

Segment Order

Modifiers

[,

D |

Cancel




DDoS — UDP FLOOD

You may see the alert telling you to increase the minimum packet length.
Change the minimum size to 90 bytes.

Warning! -

The resulting packet header is 62 bytes long, The header exceeds the minimum
! packet length of 64 bytes, The test payload (TPLD) areas will also be affected.

You need to increase the minimum packet length to at least 90 bytes!

Ok
n
M | Field Value Named Values
itream Properties (1 stream) Currently Selected Port(s)
7| Show Read-Only Columns [ Set Column Filters Streams Source: | Currently Selected Port(s) i
Data Pager: WA A 1 3 H Page | 1 of 1 Rows per Page: 10 :
Identification Transmission Profile Error Handling Packet Content

Port siDj  TID | Stop| Seq.Pkt:) Burst| Dens.| IBG FCS | Error Injection InjectError | Size Type T =il Type Payload Pattern Ext. Paylo:

o[ B|[pooo || o[ s7ensd| o 1] o] 100[0ns@by]| ¢ | Frame Checksum Emor ~ FixedSize * | | (90| 1518 [incrementing ~ | 0000 00 00 00 00 00 00 00 00 00 00 00 00 03 00 00 00



DDoS — UDP FLOOD

Configure D.MAC by either
1. Manually writing the Address
2. Click the ARP button to ARP the GW configured for the port.

Identification Packet Co | Protocol Segments Connectivity Check
Port SID|  TID |. Paylogd 5[ Summary DMAC SMAC VIAN| DSCP| IPv4 SrcAddr | IPv4 DstAddr | [Pvb SrcAddr | [Pub DstAddr | IPvd Gateway Address IPv6 Gateway Address Resolve Chedk
> [Bfpooo || d 37| Ethemnet/IPv4/UD| |00 02 02 02 02 13/ [00 01 01 01 01 12| [ d[1921681.18 |[192.168.7.134 0.000 ; | send ARP || sentt PIN
q ] »
Segment/Field Name M | Field Value MNamed Values

Segments

4 |= Ethernet - Ethernet Il (14 bytes) | & Add Segment

B2 DMAC Address (48 bit) 000202020213 <unknowns -
SMAC Address (48 bit) 000101010112 <unknown> - Segment Order
EL{I’]EI’I}'[]E\ID oIt P I

P [|E IPv4 - Internet Protocol v4 (20 bytes) -
odifiers

[}

> IIE UDP - User Datagram Protocol (8 byte

I = Raw - Data Segment (22 bytes) ¥



DDoS — UDP FLOOD

Randomize Source IP Address

Right click on “Src IP Addr” Select Address Action (Random Recommended)
Click “Add Modifier” Click “OK”.

Select #of Src Ip’s

Gl Available Resources ~ 0| @start  [= Port Statistics | [= Port Configuration Grid | [5 Stream Configuration Grid | #* Global Statistics | 7 Filters | (@ Capture
Current Testbed: Main Stream Config
Testbed Name Select| Port #| Logging? | || Stream Properties
xu . 15 Mo Burst size: U | packets
Resolve Peer Address: Send ARP
Burst Density: 100 | percent
Check IP Peer: Send PING
| Show Only Used Ports (5] Reserve Used Ports Reset Used Ports ¢ Inter Packet Gap: bytes
Chassis Sort Order: | IP Address  ~ Expand All B Collapse All Inter Burst Gap: bytes
Name Used Owner Inter Burst Gap: 0 ns (0 bytes)
; . 1 1
4 ER Chassis 523 Live Demo’ (192.168.1, Burst Signature: i i

4 e Module 6'0din-1G-35-6P

- | Packet Header Definitions (Total Header 5ize: 34 bytes)
4 ga Port 0 'SFP-E 10/100/1000M° 7| e

=% Stream number 0 (0/20) = | Il [S_egmen:a'FieI:l Mame M | Field Value MNamed Values
Add MNew Modifier 5 IE Ethemnet - Ethernet |l (14 bytes)
IP Modifier Settings II£ IPv4 - Internst Protocal v4 (20 bytes)
Resulting Pattern: | sooco001.18 Bl Version 4 bit] 4
Header Length (4 bit) 5
Min Value: Action: Random - DSCP {6 bit) 000000 Best effort -
rhgwls- Address Offsett 20 ECN (2 bit) o0
Count: Address Mask: | 255.255 & Total Length (16 bit) 46
Repeat Count: 1 Type: Standard (16 bit) [EEH |dentification {16 bit) 00 00
oK Cancel Flags (3 bit} 000
__ [ Fragment Offset (13 bit) i}
EEEITTL (8 bif) 127
Pratocol (8 bit) 255 <special» -
= Header Checksum (16 bit) OF E4
[F=] Sre IP Addr (32 bit) 192.168.1.18 -

~ @ | Add Maodifier |
[E2] Dest IP Addr (32 bit) 192.168.168.138



DDoS — UDP FLOOD

Randomize Dest Port Number (optional)

Right click on “Dest Port” Select Port Action (Random Recommended)

Click “Add Modifier” Click “OK”.

Quick Menu: | g ;_J B &l = testvmefy - ValkyrieManager v1.62 r70.2

T E N A T Edit Operations Wiew Options Tools

B2 B

Add  Discover

iy Create Testbed Reserv @ Refresh Port = Start Traffic | =% Add Stream @ Enable All Streams ARP All P Streams

i@ Edit Testbed 'ﬁ Release Resource Reset Port Stop Traffic | =% Remove Stream @ Disable All Streams 4 Equalize Rates

Chassis Chassis @ Cpen ScriptClient BP Keep Disconnected Relinquish Resource | =] Clear Stats (@) Replay File | L[] Copy Stream Paste Stream
Chassis TestBeds Reservation Ports Streams
Ll Available Resources ~ 0| @ sStart [= Port Statistics | [ Port Configuration Grid | [ Stream Configuration Grid | %% Global Statistics | Y7 Filters | (@ Capture | fllly Hist
ST IMain Stream Config
Testbed Name Select| Port #| Logging?| || Stream Properties
T . 15 No BUTST HIgnature: i i

# | Packet Header Definitions (Total Header Size: 42 bytes)

7| Show Only Used Ports (5 Reserve Used Ports Reset Used Ports |- ) ) )
Segment/Field Name M | Field Value Named Values
Chassis Sort Order: | P Address ~ Expand Al B Collapse All b | Ethemet - Ethernet Il (14 bytes)
Name Used Owner 4 = IPv4 - Internet Protocol vé (20 bytes)
4 E& Chassis 5'L23 Live Demo' (192.168.1. = Version (4 bif) 1
4 P Module 6 'Odin-1G-35-6P .
4 ta Port0'SFP-E10/100/1000M° [#] ¢ user! B Headler Length (4 bit) 3
1 =% Stream number 0 (0/20) | DSCP (6 bit) 000000 Best effort -
Add New Modifier —a ECN (2 bit) 00
General Modifier Settings B Total Length (16 bit] 46
[EEx] ificati i 0 00
Min Value: Action: |Random hd Identfication (16 bit) oo
- Flags (3 bit) 000
Step Value: Position: 36
Fragment Offset (13 bit) a
Max Value: Mask: FFFF
EEEITTL (8 bit) 127
Repeat Count: 1 Type: Standard (16 bit) Protocal (8 bit) 17 UDP
rotofo I -
OK Cancel [ Header Checksum (16 bit) 10 D2
[E=] Src |IP Addr (32 bit) 192.168.1.18
[E2] Dest IP Addr (32 bit) 192.168.168.138
4 ||E UDP - User Datagram Protocol (8 byte
Src Port (16 bit) Q MNaone A
[0 Dest Port (16 bit) 0 None -
B . [ | Add Modifier —
Length (16 bit) 26

[ Checksum (16 bit) D4 CC



ap) Attack

When two fragments contained within the
same IP datagram have offsets tha;{indlca

that they overlap each other in positioni
;’ﬁ I

within the datagr i

Some operating systems do nTot properly
handle fraéments that overlap in this ma
and may throw exceptions or behave in o

undesirable ways upon r ei_p;c_,df overlapping
fragments. '

g



DDoS — TEARDROP ATTACK > &

Teardrop Attack

A legitimate host has no reason of producing If fragmentation overlapping is handled
overlapping fragments. differently by different OS, if manipulated
properly can lead to:

- OS Fingerprinting
RFC5722 recommends that overlapping — IDS Insertion / Evasion
fragments should be totally disallowed: _ Firewall Evasion

- ...the entire datagram (as well as any constituent

fragments, including those not yet received) must
be silently discarded.

A receiver has no reason to accept them.

- DoS due to consumption of the resources.
- DoS due to ...kernel crashes.
- Even ...remote code execution

1 0.000000 192.0.2.1 192.0.2.2 ICMP 98 Echo (ping) request 1id=0x8cl3, seg=0,/0, ttl=64 (no response found!')
2 0.835102 192.0.2.1 192.0.2.2 IPvd 74 Fragmented IP protocol (proto=upp 17, off=16120, ID=00f2)

3 0.835127 192.0.2.1 192.0.2.2 IPvd 74 Fragmented IP protocol (proto=upP 17, off=47016, ID=00f2)

4 0.835190 192.0.2.1 192.0.2.2 IPwvd 74 Fragmented IP protocol (proto=uDP 17, off=6104, ID=00f2)

5 0.835200 192.0.2.1 192.0.2.2 IPwvd 74 Fragmented IP protocol (proto=UDP 17, off=27528, ID=00f2)

6 0.835210 192.0.2.1 192.0.2.2 IPv4d 74 Fragmented IP protocol (proto=UDP 17, off=40632, ID=00f2)

7 0.835220 192.0.2.1 192.0.2.2 IPv4d 74 Fragmented IP protocol (proto=UDP 17, off=32104, ID=00f2)

8 0.835229 192.0.2.1 192.0.2.2 IPvd 74 Fragmented IP protocol (proto=UDP 17, off=45976, ID=00f2)

9 0.835265 192.0.2.1 192.0.2.2 IPv4d 74 Fragmented IP protocol (proto=UDP 17, off=52552, ID=00f2)
10 0.835275 192.0.2.1 192.0.2.2 IPvd 74 Fragmented IP protocol (proto=uDP 17, off=13944, 1D=00f2)



DDoS — TEARDROP ATTACK

Tea rd rop Attack Ld Available Resources = 0| @ start | [ Resource Properties | [= Port Statistics | [ Port Configuration €

Current Testbed: Main Port Config | Transceiver Features Impairments Config
Testbed Name Select| Port #| Logging? ||| port Properties

. . . e § 15 Mo -
Loa d CO nflgu rat 10N fl I e ~ || Main Properties |1 Load Streams [ Save Streams | |/
1| Show Only Used Ports j Reserve Used Ports Reset Used Ports - Identification Lay
Tea rd ro p Atta C k.XpC Chassis Sort Order: | IP Address ~| B Expand All B Collapse Al Mame: P-5-6-0 Por
Name Used Owner Description: IPvd Min

P - \ - Loaded From: Teardrop_Attackxpc

. . 4 EH& Chassis 5°L23 Live Demo' (192,168.1.17 Spe
It will add Streams with N0 TID . a vese s a1 55 60 Interface Type: SFP-E 10/100/1000M cu
| 4 g3 Port0'SFP-E 10/100/1000M° ) userl | Reserved By: userl Etfe

=% Packet number 1 (1 (no TID))

. TX Control Aut
an Set po rt TX MO e to' =% Packet number 2 (2 (no TID)) o
=% Packet number 3 (3 (no TID)) Syne Status: N SYNE B
w# Packet number 4 (4 (no TID)) Traffic Status: OFF Sta
S e q uen t| a | 5 Packet number 5 (5 (no TID)) Traffic Control: @  Start TCv
=% Packet number 6 (6 (no TID)) Include in Global Control: | Opt
=% Packet number 7 (7 (no TID)) Enable TX Output: M
an La
% Packet number 8 (8 (no TID)) TX Time Limit: 00:00:00 ¥
=% Packet number 9 (9 (no TID)) ) MA
=% Stream number 10 (10 (no TID) TXTime Elapsed: Ry MA
Stop After: 0 packets
Rea
TX Profile Rea
Port TX Mode: Sequential - Gap
Rate Fraction: 0.01  percent Gar
Packet Rate: 100 ket: d
ac e packets/secon Pay
0.064 | Mbit/sec (L2) Pay




DDoS — SMURF ATTACK

Smurf Attack

A DDos attack in which large numbers qj
Internet Control Message Protocol, (ICMP)
packets with the intended victim skpoof
source IP are broa‘icast to a computer ne

Mast devices on a network will, by defau
respond to this by sending a reply to the
IP address. If the number of machines on
network that receive and reiggﬁd to these
ackets is very large, the victim's computer will
e flooded with traffic.

g




DDoS — SMURF ATTACK

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port



DDoS — SMURF ATTACK

Go to “Stream Configuration Grid” tab.
Click “+”.
Click “Import”

Select Smurf_Attack.fpcap

@ Start | £ Resource Properties | [= Port Statistics | [=] Port|Configuration Grid | [ Stream Configuration Grid | 5% Global Statistics W fFifters (@ Capture il Histograms X

1 “ ” Stream Properties (1 st Currently Selected Port
Ic pe n ream Properties (1 stream) urrently Selected Port(s)
_ #ashow Read-Only Columns [ Set Column Filters Streams Source:  Currently Selected Port(s) v
mger: M4 (16| m Page | 1 of 1 Rows per Page: L=
. .
CI I c k F I rst rOW Jdentification Error Handling Packet Content Protocol Segments
Por] SID TID|InjE\:tmu InjectError | Size Type Min  Max| PL Type Payload Pattern Ext. Payload S Summary DMAC SMAC
El| p-0i-0 0| 37 |we Checksum Error = Fixed Size ~ 64 1518 Incrementing ¥ | 00 0 | Ethemet 00 00 00 00 00 00 || 04 F4 BC 0F 86
Click “OK”
|C K. Select the PCAP file to import *
S » ThisPC > Desktop » Xena DDoS oo & | Search Xena DDoS p
Organize New folder - @I @&
Select packet header L x i B~ Name Date modified Type Size
|
| 1L ¢ I% IPv4_Fragment_Overlap.pcap 20149:33PM  Wireshfirk capture... 1KE L 4
| PR S SRR PN o S | ] e pr—
p R : Segment/Field Name i i SRR IRED Wireshirk capture.. 1 Segments
| 1 - | I _SYN Flood.ncan ireshlrk capture... 1KB F— S
) Ethernet / [Pvd / ICMPw4 [ Raw (126 bytes) | b IE Ethernet - Ethernet Il (14 bytes) = ) @ Add Segment
i E £ UDP_Flood.pcap Wireshark capture... 1KB E
& Segment Order
& Modifiers
)
% F
4
E [
00 00 00 00 00 00 04 F4 BC 0F 5PN PCAP Import
= A Import
. E

File name: | Smurf_Attack.pcap | PCAP files (.peap) i

|

QK Cancel




DDoS — SMURF ATTACK

You may see the alert telling you to increase the minimum packet length.
Change the minimum size to 152 bytes.

tification Error Handling Packet Content

Port SID|  TID fInjection InjectError | Size Type Min Max| PL Type Payload Pattern

[P000 |[ [ 37lfe checksum Error ~ FixedSize § || 64 1518 |fincrementing ~ | 00 00 00 00 00 00 00 00 00 00 00 01

Warning! -
The resulting packet header is 130 bytes long, The header exceeds the minimum |-
. d packet length of 64 bytes. The test paylead (TPLD) areas will also be affected. B

(Field Name You need to increase the minimum packet length to at least 152 bytes!

hernet - Ethernet Il (14 bytes)

Ok

wé - Internet Protocol % (20 bytes)

[ S R

Packet Content

InjectErrer | Size Type i Max| PL Type Payload Pattern

n v | FixedSize * ||| 152  1518| Incrementing ¥ | 00 00 00 00 00 00 00 0D 00 00 00 00




DDoS — SMURF ATTACK

Randomize Source MAC Address

Right click on “SMAC Address”
@ start | £ Resource Properties
Click “Add Modifier”

Stream Properties (1 stream)

=] Port Statistics

#| Show Read-Only Columns [ Set Column Filters

SEIECt Action DstsPager: M 4 | 1 b M

Identification
Port SID| TID

> [B|lpooo |[ i o

InjectError

(Random Recommended)

Click “OK”.

Segment/Field Name
4 | Ethemnet - Ethernet Il (14 bytes)
DMAC Address (48 bit)

SMAC Address (48 bit)

Add New Modifier LX) B EtherType (16 bit)
- . [ |Z IPv4 - Internet Protocal v4 (20 bytes)
General Modifier Settings _
[ |E ICMPwd - Internet Control Message Pre
Min Value: Acton: | Random "l lp 1= raw- Data Segment (64 bytes)
Step Value: Position: 6 B | P IZ Raw - Data Segment (20 bytes)
Max Value: Mask: FEFF
Repeat Count: 1 Type: Standard (16 bit)
oK Cancel I

M

Error Handlii| Packet Content

Size Type

| Fixed Size ~

Field Value

FF FF FF FF FF FF
00 AF 7F 73 2D 00

08 00

I:_V Port Configuration Grid L?; Stream Configuration Grid

4% Global Statistics T Filters | (@l Capture .,ﬂ;Histograms

Protocol Segments

Min Max| PL Type Payload Pattemn Ext. Payload 5| Summary DMAC
152 1518| Incrementing ~ | 00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00

0 | Ethemet/IPv4/ICN | EF FE

Named Values

<unknowns -
<unknown> -
Ip - [ | Add Modifier

J



DDoS — SMURF ATTACK

Randomize Source IP Address

@ start [ Resouree Properties | (= Port Statistics | (=] Port Configuration Grid | (5 Stream Configuration Grid | 4% Global Statistics | 77 Filters (@l Capture | fills Histograms

Right click on “Src IP Addr”  suempropetesaream

7| Show Read-Only Columns [ Set Column Filters Stre,

DataPager: 4 4 | 1 b

i ifi Identification Error Handlii| Packet Content Protocol Segments
Click “Add Modifier” :

Port SID| TID

InjectError | Size Type Min Max| PL Type Payload Pattern Ext. Payload 5| Summary DMAC

[E1|[r000 ][ 37|| Fixed Size ~ 153 1518 Incrementing ~ | 00 00 00 09 00 00 00 00 00 00 0O 00 00 00 00 00 0 00 0 | Ethemet/IPv4/ICN | EE FF FF FF )

Select #of Src Ip's
Select Address Action

(Random Recommended) e
> |Z Ethemet - Ethernet | (14 bytes) 038
. “ ” 4 | IPv4 - Internet Protocal v4 (20 bytes)
Cl IC k O K . = Version (4 bit) 4
- [5 Headler Length {4 bit) 5
DSCP (6 bit) 000000 Best effort -
BRI ECN (2 bif) o0
1558 Total Length (16 bit) 135
[5=H |dentification (16 bit) a0 00
51 Flags (3 bit) 000
Add New Modifier e I Fragment Offset (13 bit 0
EEITTL 8 bit) 64
IP Modifier Settings = Protocol (8 bif) b (o -
Resulting Pattern: | 192,168 3000000 =1 Header Checksum (16 bit) | [Feic ]
%21 Src |P Addr (32 bit) | 192168110 || oY e Mocier
e 0 Action: Random Wi 78] Dest IP Addr (32 bit) 192.168.7.255
| ] b CMPvd - Internet Control Message Pre
f lue: 1 Address Offset: 28 NS me e
Count: 65536 Address Mask: | 233.235
Repeat Count: 1 Type: Standard (16 bit)

oK Cancel



DDoS — PING OF DEATH

A type of attack on a computer system
involves sending a malformed or otherwi
malicious ping to icomputer.

=

7



DDoS — PING OF DEATH

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port



DDoS — PING OF DEATH

Go to “Stream Configuration Grid” tab.
Click “+”.

Click “Import”

Select Ping_Of Death.pcap

@ Start | 5] Resource Properties | [=) Port Statistics

H o" ”
I c p e n Stream Properties (1 stream)
Show Read-Only Columns [} Set Column Filters

aFager: | W4 |1 |»| n

Click First row

[ Por| Configuration Grid | [ Stream Configuration Grid

Identification Error Handli Packet Content
Pt D |Imsc|Eﬂcr Size Type Min  Max| PLType Payload Pattem
=0 Il 371| | Fixed Size + 64 1513 Incremel -

=#* Global Statistics

Y Filters

(@ Capture | iy Histograms

Ext. Payload S Summary

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Click “OK”

X Select the PCAP file to import

T » ThisPC » Desktop » Xena DDoS

Organize v New folder
AN -
Select packet header s i gl
« ¢ % IPv4_Fragment_Overlap.pcap
' | I Ping_Of_Death.pcap
SEIECTTHE PacKet Neader you Want to Impert Segment/Field Name £ Ping Of Deathy
| L Smurf Attack nean
) Ethernet / IPva / ICMPvd / Raw (130 bytes) b I Ethernet - Ethemet Il (14 bytes) B I SYN_Flood.pcap
g % UDP_Flood.peap
&
2o
&
0000 @
=
v

Cancel

Date modified

2014 9:38 PM
6/3/2016 1:22 PM

017 1240 PRt
PM

f3/2016 10:43 AM

Type

Wireshirk capture...

Viresh{rk capture...

sshllrk capture..

Nireshark capture...

Wireshark capture.

Search Xena DDoS

Size
1KB
1KE
1KB
1KB
1KB

File name: | Ping_Of Death.pcap

]
D A e

Streams Source:

x
Currently Selected Port(s)

Currently Selected Port(s) =

Page 1 of 1 Rows per Page: =
Protocol Segments
DMAC SMAC VLAN Dscp
Ethernet [00 00 00 00 00 00|04 Fa BC 0B 86 20 0
P
u |
v
Segments
| © Add Segment
Segment Order
Modifiers
®
4]
",
PCAP Import
8 Import
C ncel



DDoS — PING OF DEATH

You may see the alert telling you to increase the minimum packet length.
Change the minimum size to 156 bytes.

DaaPage: 4« [ 1] b ] »
Identification Error Handlil| Packet Content Protocal !
Port SID|  TID InjectErrer | Size Type Min  Max PLType Payload Pattemn Ext. Payload | Summary

> ‘:EHP—D—U—U | ql 37 ‘ Fixed Size ~ ] 64 1518 | Incrementiig > | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0 | Ethemet/

“Jarming! —

The resulting packet header is 134 bytes long. The header exceeds the minimum |-
N | | packet length of 64 bytes. The test payload (TPLD) areas will also be sffected. I i

Segment/Field Name

You need to increase the minimum packet length to at least 156 bytes!

b | Ethernet - Ethesfet Il (14 bytes)

Ol

> va - Intpfhet Protacol v4 (20 bytes)
> 144 - Internet Control Message Prc
b 2 Raw - Data Segment (64 bytes)
Identification Error Handli| Packet Content Protocol Segments
Port SID| TID ‘I njectError | Size Type Min Max| PL Type Payload Pattern Ext. Payload S| Summary DMAC

] |:E|||P—0-0-0 I 4| 371| Fixed Size ~ j 156 1518/ Incrementing ~ | 00 00 00 00 00 00 00 00 0D 00 00 00 09 00 00 DO 00 00 0 | Ethemet/IPv4/ICN | 00 02 02 02 02 02




DDoS — PING OF DEATH

Increase IP Fragment Offset

Right click on “Fragment Offset”

@ Start | 5] Resource Properties  [=) Port Statistics | =] Port Configuration Grid | [ Stream Configuration Grid | 2#* Global Statistics | 7 Filters | (@l Capture | il Histograms x
CI . k ”Ad d IVI d -f- ” Stream Properties (1 stream) Currently Selected Port(s)
I C O I I e r | Show Read-Only Columns (3 Set Column Filters Streams Source: | Currently Selected Portls) ™
DawaPager: 4 4 | 1| » Page | 1 of 1 Rows per Page: 0
. Identification Error Handlil| Packet Content Protocal Segments
S e I e Ct Act I O n Port SID|  TID JnjectError | Size Type Min|  Max| PLType Payload Pattern Ext. Payload §| Summary DMAC SMAC VLAN  DSCP
| El|[r-0-00 H:)Hjﬂ Fixed Size ¥ 156 1518/ Incrementing * | 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 0| Ethemnet/1Pvayic | 00 02 02 02 02 02 |00 01 01 01 01 01 L d

(Increment Recommended)

Set ”Step Value” to 12. . .

Segment/Field Name M | Field Value Mamed Values -

Click “OK”. :

thermet - Ethernet |1 (14 bytes) © Add Segment

Pw4 - Internet Protocol w4 (20 bytes)

fersion (4 bit) 4 SeomatOmsy;
= Header Length (4 bit) 5
R DSCP (6 bit) 1000000 Best effort -
Modifiers
[ ECN (2 bit) 00 ® A 1
& Total Length (16 bit) 45 P
[ | dentification (16 bit) a0 00 [
@ Flags (3 bit) 001 PCAP Import
Fragment Offset (13 bit) a 5 Import
Add New Modifier S| [ = o B Mo
Protocol (8 bit) 1 ICMP -
g i =1 Header Checksum (16 bit) D140
General Modifier Settings
[ Src IP Addr (32 bit) 192.168.1.1
. n . [ Dest P Addr (32 bit) 192.168.7.61
Min Value: - Action: Increment L[> CMiPvd - Interet Control Message Pre
|| Step Value: 12 Position: 20 i
= 65535 Masks FFEFF
repeat Count: 1 Type: Standard (16 bit)

0K Cancel



DDoS — PING FLOOD

Ping Flood (ICMP il
A simple denial-of-ser

attacker overwhelms the

Echo Request (ping) packets.

This is most effective by using the ]
of ping which sends ICMP packets as fast as '
possible without waiting for replies. A ;

If the target system is,slow enough, it is
possible to consume enough of its CPU cycles

for a use'r to notice a significant slowdown.
‘ 5 i
f

il s ai i

LA R E R

llllll
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DDoS — PING FLOOD

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port



DDoS — PING FLOOD

Go to “Stream Configuration Grid” tab.
Click “+”.

Click “Import”

@ Start | E Resource Properties | [= Port Statistics | [=] Port Configuration Grid | [ Stream Configuration Grid | ##* Global Statistics 77 Fillers | (@l Capture il Histograms x
CI i c k IIO p e n ” Stream Properties (1 stream) Currently Selected Port(s)
-_— f#lshauRead-Only Columns [[Z Set Column Filters Streams Sourcer | Currently Selected Portls) — ~
W o4 1l m Page | 1 of 1 | Rows per Page: L=
. .
CI Ic k FI rst rOW cation Error Handlil| Packet Content Protocol Segments
Port SID|  TID|InjectError | Size Type Min|  Max| PLType Payload Pattern Ext. Payload S| Summary DMAC SMAC VLAN|  DSCP
J ¥p VP y y ¥
E P-0-0-0 0f 37| Fixed Size = 64 1518 | Incrementing ~ a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0 Ethernet 00 00 00 00 00 00| 04 F4 BC 0B 36 20 0
Click “OK”
|C 5 Select the PCAP file to import ke
« v 4 s> ThisPC » Deskiop > XenaDDoS v © | SearchXena DDoS -
Organize + New folder m @
~
Select packet header (X i~ pome Borermodiies P Size
¢ 213 ICMP_Flood.peap 6/3/2016 1:55PM  Wirdbhark capture... 1KB b »
— . . . . . ™ 0149 Wi ‘T g
e e PaCkEr TEaU e YUU W TP T | i IPvd_Fragment_Overlap.pcap 0149:33PM  Wirgthark capture... 1KB E——
7 [ | 3 .13 Ping_Of Death.pcap 61:22 PM ireshark capture... 1KB E
11) Ethernet / IPvd / ICMPwd / Raw (126 bytes) themet - Ethemet I (1 T4 Smurf_Attack.pcap M Wireshark capture... 1KB P S eonent
4] SYN_Flood.pcap PM ireshark capture... TKB
I% UDP_Flood.pcap M Wireshark capture... 1KB Segment Order
& Modifiers
| i -
| +s F
=]
5
a PCAP bmpert
| [~ | A Import
i v E
i I File name: [ICMP_Flood.peap | [PCAP files (peap) v
{

QK Cancel



DDoS — PING FLOOD

You may see the alert telling you to increase the minimum packet length.
Change the minimum size to 152 bytes.

DatsPager: 14 4 [ 1 /b | ¥
Identification Error Handlii| Packet Contenf, Protocol Segme
Port SID|  TID|InjectError | Size Type Min Max| Pl Type Payload Pattern Ext. Payload S| Summary

> |:E|||p.o.o.o | 9” 3j| Fixed Size = j 64 1518 |I| crementing * | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 0 | Ethernet/IPv/It

Warning! L X

Th resulting packet header is 130 bytes long, The header exceeds the minimum ||
‘ I racket length of 64 bytes, The test payload (TPLD) areas will also be affected. i Il

Segment/Field Name You need to increase the minimum packet length to at least 152 bytes!

> [IE Ethernet - Ethernet Il (14 bytes)

Ok
I lIE IPv4 - Internet Protocel v4 (20 bytes)
I (I ICMPv4 - Internet Control Messags/Pr
Identification Error Handlil| Packet Content Pri
Port SID|  TID |Inj5ctEr|'Dr Size Type Plin Max| PL Type Payload Pattern Ext. Payload 5| Su

o | E|roo00 || 4 37|| FixedSize * | || [152] 1418 incrementing ~ | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0 0| Et




DDoS — PING FLOOD

Randomize Source MAC Address

Right click on “SMAC Address”

CI |Ck ”Add MOd |f|er” - Port SID| TID |Inj&ctError Silze T'_-,.'p-& Min - Payload Pattern
> | El|jpo00 || 0 37|| | Fixed Size ~ 152 1518 | Incrementing > | 00 00 00 00 00 00 00 00 00 02 00 00 00 00

Max| PL Type

Select Action

(Random Recommended)

Click “OK”.

i
Segment/Field Name M | Field Value Named Values

4 | Ethernet - Ethernet || (14 bytes)

E2d DMAC Address (48 bit) 000202020202

<unknown

SMAC Address (48 bit)

00 3F D8 53 3D &5 <unknown>

& EtherType (16 bit)
Add New Modifier X e

03 a0 ip - B, | Add Modifier
I [IE IPvd - Internet Protocal v (20 bytes)
General Modifier Settings _
[ |£ ICMPwd - Internet Control Message Pre
Min Value: Action: | Random i =
[ |b |IE Raw - Data Segment (64 bytes)
|| Step Value: Position: 6 1]
Max Value: Mask: FEFF
Repeat Count: 1 Type: Standard (16 bit)

OK Cancel I



DDoS — PING FLOOD

Randomize Source IP Address

Port SID| TID ‘InjectError Size Type Min Max| PL Type Payload Pattern

> |:E||||=-o-o-o Il o 37” | Fixed Size + 152 1518 | Incrementing ¥ | 00 00 00 00 00 00 00 00 00

Right click on “Src IP Addr”
Click “Add Modifier”

Select #of Src Ip's

1 Segment,/Field Name M | Field Value Mamed Values
Select Address Action g
[ |£ Ethernet - Ethernet Il (14 bytes) [
4 |Z IPvd - Internet Protocol v4 (20 bytes)
(Random Recommended) e
Version (4 bit) 4
Click ”O K” & Header Length (4 bit) 5
— ¢ CSCP (6 bit) 000000 Best effort -
ECHM (2 bit) ]
Total Length (16 bit) 48
= |dentification (16 bit) 00 oo
)
Add New Modifier X Flags (3 bit} oo
Fragment Offset (13 bit) o]
IP Modifier Settings
TTL (8 bit) 64
Resulting Pattern: 192,168 sooci000 .
Pratocol (8 bit) 1 ICMP -
| = 0 Action: Randem - i = Header Checksum (16 bit) FO Bl
| e 1 Address Offset: 28 [E2] Sre IP Addr (32 bit) 192.168.1.144
| I ) o ~| M | Add Modifier
Count: 65536 Aldress Mask | 255.255 Dest P Addr (32 bit) 192.168.7.61
Repeat Count: 1 Type Standard (16 bit) > £ ICMPv4 - Internet Control Message Pre

oK Cancel



DDoS — ARP SPOOFING

A technique by which an attacker sendﬁt
spoofed Address Resolution Protocol (AR
messages onto a local area networ}.

i e
Generally, the aimis to associate the att
MAC address with the IP address of anot
host, such as the default gateway, causin
traffic meant for that IP address to be sen

the attacker ins{ead. _d,.'l

7




DDoS — ARP SPOOFING

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port



DDoS — ARP SPOOFING

Go to “Stream Configuration Grid” tab.
Click “+”.

Click “Import”

Select ARP_Spoofingﬂ.pcap

@ Start | E Resource Properties | [=] Port Statistics | [=] Port Clinfiguration Grid | [ Stream Configuration Grid | 8% Global Statistics | 7 Fiiters | @ Capture il Histograms X
.
CI I c k IIO p e n ” Stream Properties (1 stream) Currently Selected Port(s)
I Saiiaow Read-Only Columns [ Set Column Filters. Sireams Source:  Currently Selected P -
ber- 1 4 [1|e] m Page | 1 of 1 Rows per Fage 02
. .
CI I c k F I rSt rOW entification Identification Transmission Profile Error Handling Packet Content
Port SID TID|DEscr ption State Traffic  Rate% Pps| BitRateL2| BitRatell| RateCap |IPG Stop| Seq.Pkts Burst| Dens. 1BG FCS | Error Injection InjectError | Size Type
E P-0-00 0 37 [Stream number 0 Enabled ~  OFF 10,000 148809 76.1905 100.0000 6,208 ns (| 0 0| 100|0ns(0by)| |« | Frame Checksum Error ™ Fixed Size ¥
Click “OK”
IC 5% Select the PCAP file to import x
« v » ThisPC » Desktop > Xena DDoS ~ @/  Search Xena DDaS p
Organize Mew folder = O @
Select packet header -
[ R Do = Size
. ‘ | ¢ I ARP_Spoofing.pcap Witshark capture... 1KB »
Select the packet header vou want to impor B [ icMPFloodpcap chark capture.. KB r
: =|| |segment/Ficld Name Tt e o ke Segments
| — _— | fs IPvd_Fragment_Overlap.pcap Wireshark capture... - P
i 1) Ethernet / ARP / Raw (64 bytes) | [ i EnemeEremet 100 T ping ot pesthpesp bk copture. s b © add Segment
T S T T T T T n % Smurf_Attack pcap shark capture... 1KE
4 . b 3 yre=d I SVN_Flood.peap hark capture... 1KB Segment Order
Fannr (B I UDP_Flood peap reshark capture... 1KB
3) Ethernet , taw (B4 brytes)
4) Ethernet /ane Raw (64 bytes) b Modifiers
[
| A r ,
5) Ethernet / ARP / Raw (64 bytes) & ¥
= 3
4 o - PCAP Import
= 5 Import
v

File name: | ARP_Spoofing.pcap ~ || PCAPfiles (*.pcap) ~

0K Cancel



DDoS — ARP SPOOFING

You may see the alert telling you to increase the minimum packet length.
Change the minimum size to 90 bytes.

o LA e e S = -

> [El|po-c-0 | o 37|streamnumbero || Enasled ~ |[ofF || 10000 14se0d| 761205 1000000 | Cap i || 6208 ns (| q

‘—q |_1g| Ons(0 bz |3 Frame Checksum Error

Warning! -
| The resulting packet header is 68 bytes long. The header exceeds the minimum
S | I packet length of 64 bytes, The test payload (TPLD) areas will also be affected.

Segment/Field Name You need to increase the minimum packet length to at least 30 bytes!

I II= Ethernet - Ethernet |l (14 bytes)

Ok
[ | ARP - Address Resolution Protocol (28
P IE Raw - Data Segment (22 bytes)

.Stream Properties (1 stream) Currently Selected Port(s)
¥ Show Read-Only Columns [ Set Column Filters Streams Source: | Currently Selected Port(s) B
DataPager: M 4 o [ Page | 1 of 1 | Rows per Page: 0=

Identification Tran| Error Handling Packet Content Protocol Segments
Port siD| TID I FCS | Error Injection InjectError | Size Type Min Adk| PL Type Payload Pattern Ext. Payload 5| Summary DMAC

<
O|[B|[p-000 || d| 37bby[ v ]| Frame Checksum Erer + e [FixedSize ¥ | (90 151B[ Incrementing ~ | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | Ethernet/ARP/Ral | FF EF FF FF FF FE||C




DDoS — ARP SPOOFING

Increase Sender HW Address

Right click on “Sender HW Addr”

¥l Show Read-Cnly Columns | Set Column Filters

Click “Add Modifier” omaroge 1« [0

Identification Trar| Emmor Handling Packet Content
Se I e Ct Act i on Port SID| TID | FCS | Error Injection njectError | Size Type Min Max| PL Type Payload Patterr
E P-0-0-0 O B?EJ by | ¥ Frame Checksum Error = Fixed Size ~ 90 1518 | Incrementing ~ | 2000 00 00 ©

(Increment Recommended)
Set ”Step Value” to 14.

Set “Position” to 26.

Segment/Field Name M | Field Value Named Values
H " ”
Click “OK”. -

Ethernet - Etharnet Il (14 bytes)
4 |= ARP - Address Resclution Protocol (28

B Hardware Type (16 bit) a0 01

[ Protocol Type (16 bit) a8 0o
Add Mew Modifier - Hardware Length (8 bit} 6
Protocol Length (8 bit) 4

General Modifier Settings

EEd Operation (16 bit) 1 1est -
Min Value: 0 Action: | Increment {  Fsender Hw Addr (48 b7y 00 01 01 02 DF 3B B | et ot
Sender Protocol Addr (32 bit) 192.169.223.59
|| Step Value: 14 Position: 26 =T Target HW Addr (48 bit) 00 00 00 00 00 00
| falue: 555'34 FFFF [E= Target Protocol Addr (32 bit) 192.168.7.111

I |E Raw - Data Segment (22 bytes)
Repeat Count: 1 Type: Standard (16 bit)

[8]:4 cancel



DDoS — ARP SPOOFING

Increase Sender Protocol Address

Right click on “Sender Protocol Addr”

& Judit = RESIUILE FIODET LSS =1 PUML JLdUSLICS =20 PR L GDTINUT LT B LIS ITE DT LT a1

CI |Ck IIAdd Mod |f|er” Stream Properties (1 stream)

|| Show Read-Only Columns | Set Column Filters

1 DataPager: M 4 | 1| b| M
Select Action i
Identification Trar| Emmor Handling Packet Content
Port SiD|  TID FCS5| Error Injection njectError | Size Type Min
(Increment Recommended) | _ =
E P-0-0-0 O 3TEJ byl | ¥ Frame Checksum Error = Fixed Size = a0

Set ”Step Value” to 14.
Set "Address Offset” to 30.
Click “OK”.

Segment/Field Name M | Field Value Mamed Values
Edit Madifier _— I>  |E Ethernet - Ethernet Il (14 bytes)

4 |E ARP - Address Resolution Protocol (28
IP Madifier Settings

! = Harclware Type (16 bit) ad 01
Resulting Pattern: 192,168 5000000 | =T Protacal Type (16 bit) 08 00
Hardware Length (8 bit) ]
Min Value: 0 Action: Increment Protocol Length (8 bit) 4
Step Value: 14 Address Offset: 30 B Operation (16 bit) 1 Request -
4 [ Sender HW Addr (48 bit 40 01 01 02 DF 38
4682 Mask: | 255253 e b
M Standard (16 bit) P:26, FFFF, INC, Ri1, [0 : 85534], 514
Repeat Count: T Type Standard (16 bit) | ™ Isencer Protocol Addr (32 bit) 192.169.223.59
= [ | Add Modifier
i 40 00 00 00 00 0D
oK Cancel Target HW Addr (48 bit)
[2] Target Protocol Addr (32 bit) 192.168.7.111
L -r- -

I> |IE Raw - Data Segment (22 bytes)

T 2I0Ud JLdLIBLLS o

Max| PL Type

151% | Incrementing =



DDoS — ARP SPOOFING

Repeat the previous steps, you can add as many stream as you want.
Remember to change the “Target Protocol Addr” to a different address.

Stream Properties (6 streams)

7| Show Read-Only Colurnns [ Set Column Filters

DataPager: 14 4 | 1. b ¥

Identification

Trar Error Handling

Packet Content

Currently

Streams Source: | Currently Select

Page | 1 of 1| Fows

Protocol Segments

0 Ethernet/ARP/Rav FF
0| Ethernet/ARP/Ral | FF
0 Ethernet/ARP/Rav FF
0 Ethernet/ARP/Rav FF
0 Ethernet/ARP/Rav FF

Port SiD|  TID FCS | Error Injection njectError | Size Type Min Max| PL Type Payload Pattern Ext. Payload 5| Summary Dh
P-0-0-1 o Oby ¥ Frame Checksum Error = Fived Size = [t 1518 Incrementing oo o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
El[poo1 | 1] |pby[[«] frame checksumError ~ FixedSize * || 68 1512 Incrementing 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 DO 00 00
P-0-0-1 2 Oby ¥ Frame Checksum Error = Fived Size = [t 1518 Incrementing oo o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
P-0-0-1 3 Oby ¥ Frame Checksum Error = Fived Size = [t 1518 Incrementing oo o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
P-0-0-1 4 Oby ¥ Frame Checksum Error = Fived Size = [t 1518 Incrementing oo o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
P-0-0-1 5 Oby ¥ Frame Checksum Error = Fived Size = [t 1518 Incrementing oo o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

o

largel v ARG 150 Bl

T Ty

Target Protocol Addr (32 bit)

192,168.7.171

[P IS REW Tt Seg e s Oy s

0000  FF FF FF FF FF FF 04 F4 BC 0B 86 21 08 06 00 01

222222.22.20....

0 Ethernet/ARP/Rav FF

Segment/Field Name M | Field Value Mamed Values Se
P £ Ethernet - Ethernet Il (14 bytes) +]
4 = ARP - Address Resolution Protocol (28
B Harclware Type (16 bit) 0001 Se
= Protocal Type (16 bit) 08 00
Hardware Length (8 bit) ] "
Protocol Length (8 bit) 4 =
[==¢ Operation {16 bit) 1 Request - Iz
4 [ Sender HW Addr (48 bit) 00 01 01 02 DF 38 ®
H Standard (16 bit) P:26, FFFF, INC, Ri1, [2 : 65508], 514 PC
4 Sender Protocol Addr (32 bit) 192.169.223.59 =
H Standard (16 bit) P:30, FFFF, INC, Ri1, [2 : 61154], §:14




DDoS — TCP SEQUENCE PREDICTION ATTACK

TCP Sequence Prediction Attack

An‘attempt to predict the sequence nuq:r*tber
used to identify the packets in a TCP
connection, whic}\can be used to counte

packets. -

The attacker hopes to c rrecfly guess th
se uencek&mber to be'used by the sen
host. If they can do this, they will be able b |
send counterfejt packets to the receiving host | ©
hich will see(;\to originate from the sending !

ost.

g




DDoS — TCP SEQUENCE PREDICTION ATTACK

Li Available Resources -

Right-click on Attacking port. Current Testbed:
. Testbed Name Select| Port #| Logging?
Click “Add Stream” = S 15 Ne |

#| Show Only Used Ports (5} Reserve Used Parts Reset Used Ports |2
Chassis Sort Order: | |P Address Expand &ll B Collapse All

Mame Uzed Owner
4 E& Chassis 5 'L23 Live Demo' (192.168.1.

A Module & 'Odin-1G-35-6P

jF::l Port 0 "SFP-E 10/100/1000M 7| . user]

Add Stream

Add Multiple Strearms

b4 4

Stream Headers from PCAF

Release Port

O [

Un-use Port

Load Port Configuration

D 5

Save Port Configuration

¢

Refresh Port

Reset Port
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Go to “Stream Configuration Grid” tab.
Click “+”.

Click “Import”

Select TCP_Attack.pcap

@ start 5] Resource Properties =) port Statistics 5] Port Configuration Grid L?; Stream Configuration Grid =4 Global Statistics / Filters (@l Capture il Histograms

Click “Open”

Stream Properties (1 stream)

¥| Show Read-Only Columns [} Set Column Filters

Currently Selected Port|

Streams Source: | Currently Selected Port(s) M

wger: W 4 |1 ||» | m Page 1 of 1 Rows per Fage: 10 F
CI ic k Fi rSt rOW Sentification Packet Content Protocel Segments Conr
e SiD| TID ‘ Payload Pattern Ext. Payload S| Summary DMAC SMAC VL, IPv4 DstAddr | IPv6 SrcAddr | IPv6 DstAddr | IPv4

Click “OK”

El@)IHJ\jE\ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

5K Select the PCAP file to import

0| Ethernet

|| 20 00 00 00 00 00 || 04 F4 BC 0B 6 20

0.0.0

<« « 4 || > ThisPC » Desktop » Xenz DDoS v ©/ | SesrchXena DDoS r
Organize « New folder =~ ™ @
Select packet header X B Name Date modified Type Size
. < I% ARP_Spoofing.pcap Wireshark capture... 1K8 B
Calork ble oo aleck booodo e smis ik bom oo ok . | El I% ICMP_Flood.pcap Gpture... 1KB F
e e Pl ) e Segment/Field Name - Segments
—— - | [ 1Pv4_Fragment_Overlap.pcap Lpture.. 1Ke @ rids
- ¢ . + d Seg nt
1) Ethernet / |Pv4 / TCP / Raw (76 bytes) b I Ethernet - Ethernet Il {1 B ™ Ping.Of Death pcap .. s \ egme
8 ¥ Smurf Attack.pean Yapture... 1KB
I% SYN_Flood.pcap Wirgshark capture... 1k8 Segment Order
L% TCP_Attack.pcap Vireshark capture... 1KB
% NP Flnod.nean 3017 10.43 AR Shark capture... 1KB
B Modifiers
"
4 ¥
&
E [
0000 00 00 00 00 00 O & PCAP Impurl
= 5] Import
. |
File name: | TCP_Attack.pcap | PCAP files (*pcap] v

Cancel

Cincel



DDoS — TCP SEQUENCE PREDICTION ATTACK

You may see the alert telling you to increase the minimum packet length.
Change the minimum size to 102 bytes.

Warning! L X

The resulting packet header is 80 bytes long. The header exceeds the minimum |
! packet length of 64 bytes, The test payload (TPLD) areas will also be affected.

| P
= _ You need to increase the minimum packet length to at least 102 bytes!
hernet [l (14 bytes) Ok
et Protocol vd (20 bytes)
rission Control Protocol (2
[ ]| k| M
1 Transmis| Error Handling Packet Content
S5ID  TID 'EG FCS| Error Injection InjectErmror | Size Type ot Wax| PL Type Payload Pattern

) || 0| 37|ns@byl| ¥ | Frame Checksum Eror ~ Fixed Size 102 1918| Incrementing ~ | 00 DO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
j | L —— S B S——




DDoS — TCP SEQUENCE PREDICTION ATTACK

Identimicaton Iransmiz| Emor Hanalng Facket Lontent
Increase TCP Sequence Number — — _
Port SID| TID EG FCS| Error Injection InjectError | Size Type Min
E P-0-0-0 o 37| [ns (0 by|| ¥ | Frame Chacksum Error = Fixed Size ~ 102

Right click on “Sequence Number”
Click “Add Modifier”

Select Action -

segment/Field Name M | Field Value Named Values

»  |E Ethemnet - Ethernet Il {14 bytes)

(Increment Recommended)

> IE IPv4 - Internet Protocol v4 (20 bytes)
” ” 4 |= TCP - Transmission Control Protacel (2
Set "Step Value” to 5. B rc ot (16 bit) 1024
Deest Port (16 bit) &0
” V24 Sequence Number (32 bit) 7829500
Set “Max Value” to 30. : B | Add Modifer
Acknowledge Number (32 bit) 0
Data Offset (4 bit) 5
” syt ”
Set “Position” to 41. I5 {reserved) (3 bit) 0
Flags (9 bit) 000000001
” ” = Window Size (16 bit) 8192
Set "Mask” to OOFF. _ :
E=H Checksum (16 bit) 3% 82
Click “OK”. Edit Modifier e
General Modifier Settings
| ) o . I
Min Value: 0 Action: Increment -
Step Value: 3 Position: 4
Max Value: 30 Mask: 00FF
Repeat Count: 1 Type: Standard (16 bit)
[8]4 Cancel

© o

1518 | Incrementing =
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Port SID|  TID #G FCS | Error Injection InjectError | Size Type Min Max| PL Type

Increase TCP ACK Number =||p-0-0-0 0 3?[ns(0 byl| ¥ | Frame Checksum Errar ~ Fixed Size ~ 102 1518 Incrementing ~

Right click on “Acknowledge Number”
Click “Add Modifier”

Select Action :

Segment/Field Name M | Field Value Named Values

(Increment Recommended) " =

>[I IPv4 - Internet Protocel vd (20 bytes)

Ethernet - Ethernet Il (14 bytes)

” ” 4 |[E TCP - Transmissian Contral Protacol (2
Set ”"Step Value” to 5. o e ot (1 5 —
Set ” T 550 Deest Port (16 bit) 80
et "Position™ to 45. 4 B Sequence Number (32 bit) 7829509
M Standard {16 bit) P:41, 00FF, INC, R:1, [0 : 301, &:5
Set “"Mask” to OOFF. =0 Acknowledge Number (32 bit) 0
550 Data Offset (4 bit) 5 B | Add Medifier
Clle ”OK”. [ (reserved) (3 bit) 0
o Flags (9 bit) 000000001
| Edit Modifier X

General Modifier Settings

Min Yalue: 0 Action:  Increment B
Step Value: 15 Position: 45

1. Max Value: 65335 Mask: O0FF
Repeat Count: 1 Type: Standard (16 bit)

QK Cancel
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Repeat the previous steps, you can add as many stream as you want.
Remember to change the “Target Protocol Addr” to a different address.

@ start | 5] Resource Properties | [=) Port Statistics | =] Port Configuration Grid | [& Stream Configuration Grid | 24* Global Statistics | Y Filters | @ Capture | [l Histograms x

Stream Properties (2 streams) Currently Selected Port(s)

4| Show Read-Only Columns | Set Column Filters

Streams Source: | Currently Selected Port(s) -
Data Pager: WA 1 3 M Page 1 of 1 Rows per Page: 10 :
Identification Packet Content Protocol Segments Connectivity Check
Port SID| TID | Ext. Payload S| Summary DMAC SMAC VLAN DSCP| IPv4 SrcAddr | IPv4 DstAddr | IPv6 SrcAddr | IPvE DstAddr | IPvd Gateway Address IPvb Gateway Address Resolve
P-0-0-1 0 00 00 0 Ethernet/IPvd/TCI 00 02 02 02 02 02 04 F4 BC 0B 86 21 0 19216811 192.168.6.61 0.0.00 = Send ARP

(] P-0-0-1 1 |C'0 o0 0 Ethernet/IPv4/TC} 0002 02020202 04 F4BCOEE621 0 192.168.1.3 || 192.168.6.61 0.0.0.0 = Send ARP



DDoS — PCAP FILES > &

1 Attached:

7] [ d “
SYN_Flood pcap Ping_Of Death.pcap SYN_Flood. xpc Ping_of_Death.xpc
010 T
|::: ?| | [ O
UDP_Flood.pcap ICMP_Flood.pcap —
UDP_Flood.
—100cXpe ICMP_Flood.xpc
a109 i [aal
| e | o310 T
IPv4_Fragment_Overlap.pcap ARP_Spoofing pcap —
IPv4_Fragment_Overlap.xpc
1 ARP_Spoofing.xpc
L TCP Attack — B
Smurf_Attack pcap - Peap Smurf_Attack.xpc

TCP_Attack.xpc

Please also visit DDOS section of https://xenanetworks.com/other-downloads/

2 For additional Attacks/Malware traffic captures:

WeTrRESEC  Www.netresec.com/?page=PcapFiles



https://xenanetworks.com/other-downloads/
http://www.netresec.com/?page=PcapFiles

WANT MORE INFORMATION?

Visit our website:

www.xenanetworks.com

Contact us:

support@xenanetworks.com



http://www.xenanetworks.com/
mailto:support@xenanetworks.com?subject=Help%20with%20Xena1564
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